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ABSTRACT

Mobile users are increasingly becoming targets of malware infections and scams. In order to curb

such attacks, it is important to know how these attacks originate. We take a previously unexplored

step in this direction. Numerous in-app advertisements work at this interface when the user taps on

the advertisement, she is led to a web page which may further redirect until the user reaches the final

destination. Even though the original applications are not malicious, the Web destinations that the

user visits could play an important role in propagating attacks. We develop a systematic static

analysis methodology to find ad libraries embed in applications and dynamic analysis methodology

consisting of three components related to triggering web links, detecting malware and scam

campaigns, and determining the provenance of such campaigns reaching the user. Our static

analysis system identified 242 different ad libraries and dynamic analysis system was deployed for a

two month period and analyzed over 600,000 applications while triggering a total of about 1.5

million links in applications to the Web. We gain a general understanding of attacks through the

app-web interface and make several interesting findings including a rogue antivirus scam, free iPad

scams, and advertisements propagating SMS trojans.

1. INTRODUCTION

Android is the predominant mobile operating system with about 80% worldwide market share [1]. At

the same time, Android also tops among mobile operating system in terms of malware infections [2].

Part of the reason for this is the open nature of the Android ecosystem, which permits users to install
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applications for unverified sources. This means that users can install applications from third-party

app stores that go through no manual review or integrity violation. This leads to easy propagation of

malware. In addition, industry researchers are reporting [3] that some scams which traditionally

target desktop users, such as ransomware and phishing, are also gaining ground on mobile devices.

In order to curb Android malware and scams, it is important to understand how attackers reach users.

While a significant amount of research effort has been spent anaa lyzing the malicious applications

themselves, an important, yet unexplored vector of malware propagation is benign, legitimate

applications that lead users to websites hosting malicious applications. We call this the app-web

interface. In some cases this occurs through web links embedded directly in applications, but in other

cases the malicious links are visited via the landing pages of advertisements coming from ad

networks.

A solution directed towards analyzing and understanding this malware propagation vector will have

three components: triggering (or exploring) the application UI and following any reachable web

links; detection of malicious content; and collecting provenance information, i.e., how malicious

content was reached. There has been some related research in the context of Web to study so-called

malvertising or malicious advertising [4], [5]. The context of the problem here is broader and the

problem itself requires different solutions to triggering and detection to deal with aspects specific to

mobile platforms (such as complicated UI and trojans being the primary kinds of malware).

2. LITERATURE SURVEY

Android is the predominant mobile operating system with about 80% worldwide market share [6].

At the same time, Android also tops among mobile operating systems in terms of malware

infections [7]. Part of the reason for this is the open nature of the Android ecosystem, which permits

users to install applications for unverified sources. This means that users can install applications

from third-party app stores that go through no manual review or integrity violation. This leads to

easy propagation of malware. In addition, industry researchers are reporting [8] that some scams

which traditionally target desktop users, such as ransomware and phishing, are also gaining ground

on mobile devices. To curb Android malware and scams, it is important to understand how attackers

reach users. While a significant amount of research effort has been spent analyzing the malicious

applications themselves, an important, yet unexplored vector of malware propagation is benign,

legitimate applications that lead users to websites hosting malicious applications. We call this the

app-web interface. In some cases, this occurs through web links embedded directly

in applications, but in other cases the malicious links are visited via the landing pages of

advertisements coming from ad networks. A solution directed towards analyzing and understanding
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this malware propagation vector will have three components: triggering (or exploring) the

application UI and following any reachable web links; detection of malicious content; and collecting

provenance information, i.e., how malicious content was reached. There has been some related

research in the context of the Web to study so-called advertising or malicious advertising [9]. The

context of the problem here is broader and the problem itself requires different solutions to

triggering and detection to deal with aspects specific to mobile platforms (such as complicated UI

and trojans being the primary kinds of malware).

Targeted advertising has transformed the marketing landscape for a wide variety of

businesses, by creating new opportunities for advertisers to reach prospective customers by

delivering personalized ads, using an infrastructure of a number of intermediary entities and

technologies. The advertising and analytics companies collect, aggregate, process, and trade a vast

amount of users’ personal data, which has prompted serious privacy concerns among both

individuals and organizations. This article presents a comprehensive survey of the privacy risks and

proposed solutions for targeted advertising in a mobile environment. We outline details of the

information flow between the advertising platform and ad/analytics networks, the profiling process,

the measurement analysis of targeted advertising based on user’s interests and profiling context, and

the ads delivery process, for both in-app and in browser targeted ads; we also include an overview of

data sharing and tracking technologies. We discuss challenges in preserving the mobile user’s

privacy that include threats related to private information extraction and exchange among various

advertising entities, privacy threats from third-party tracking [10], re-identification of private

information and associated privacy risks. Subsequently, we present various techniques for

preserving user privacy and a comprehensive analysis of the proposals based on such techniques; we

compare the proposals based on the underlying architectures, privacy mechanisms, and deployment

scenarios. Finally, we discuss the potential research challenges and open research issues [12].

Online advertising has become a prevalent marketing tool [13], commanding most of the spending

and taking over from the traditional broadcast advertising in newspapers, television, and radio.

According to StatistaFootnote1, in 2022, 62% of global ad spending is forecast to be on internet ads,

while television will have around 23%. This is primarily due to the ability of online ad platforms to

tailor or personalize ads, and thereby target specific customer segments [14]. Targeted advertising is

based on big data analytics, where user’s personal information is collected and processed to enable

segmenting users into groups based on interests, location, or personal attributes like age, gender, etc.,

with a varying size of the selected customer segment, down to the level of an individual [15].
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3. PROBLEM STATEMENT

In the existing system, several researchers have also studied privacy leakages through ad libraries.

Taint Droid [16] and some follow-up works all present results in which a large majority of privacy

leakages happen through ad libraries included in the applications. While the previous list of works

uses dynamic analysis, researchers have also used static analysis to identify privacy leaks in

applications, and through ad libraries in particular [17]. Privacy leakages in ad libraries are not in

the scope of this paper. However, we do study scams that extract personal information of the users,

even with their consent. Grace et al. [18] perform static analysis of ad libraries to discover a number

of implications such as private data leakage and execution of untrusted advertisement code in

applications. Industry researchers also detected vulnerabilities in ad libraries that can provide

escalated privileges to the advertisement code that these libraries execute [19]. Ad Split [20]

discusses that ad libraries should be separated from the main application, running in a different

sandbox, so that they can have different permissions from the applications, and vulnerabilities and

privacy leakages in them do not affect the main application. Quire [21] also proposed techniques

that can achieve a similar effect. The goal of this paper is not to identify vulnerabilities due to the

inclusion of ad libraries or to fix such problems. The web links or advertisements embedded in

applications may themselves not be malicious, but their end result is.

DISADVANTAGES

• There are no Methods to find more advertised products on published data sets.

• There is no Data Disclosure Model to find the attackers.

4. PROPOSED SYSTEM

The proposed system has developed a framework for analyzing the app-web interfaces in Android

applications. We identify three features for a successful methodology: triggering of the app-web

interfaces, detection of malicious content, and provenance to identify the responsible parties. We

incorporate appropriate solutions for the above features and have implemented a robust system to

automatically analyze app

web interfaces. The system is capable of continuous operation with little human intervention.

As part of our triggering app-web interfaces, we developed a novel technique to interact with UI

widgets whose internals do not appear in the GUI hierarchy. We develop a computer graphics-based

algorithm to find clickable elements inside such widgets.

The system deployed our system for a period of two months in two locations, one in North America

and another in China. We studied over 600,000 applications from Google Play and four Chinese
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stores for a period of two months and identified hundreds of maliciousfiles and other scam

campaigns [22]. We present a number of interesting findings and case studies in an attempt to

characterize the malware and scam landscape that can be found at the app-web interface. As some

examples, we have found rogue ad networks propagating rogue applications; scams enticing users

by claiming to give away free products propagating through both in-app advertisements and links

embedded in applications; and dangerous SMS trojans propagating through well-known ad

networks.

ADVANTAGES

• The proposed technique easily supports incremental analysis to identify new ad libraries in newly

published applications.

• The proposed system can easily support real phones for analyzing apps although we do not choose

it. Therefore, each application is run in a virtual machine based on the Android emulator.
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5. SYSTEM ARCHITECTURE
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6. IMPLEMENTATION

6.1. ADMIN

In this module, admin has to login with valid username and password. After login successful he can

do some operations such View all users and authorize, View Friend Request and Response, View all

un block request and Ub block, View all Users Advertisement with rank and rating, View all

Malicious Users details with IP Address(Those who launch virus files),View all Ad recommended

users details(From and To),View ad request users and Calculate number of months that u want to

advertise and assign cost like for one month -- 1000,2 months---2000 etc., View phishing malicious

users(those who try to ad without no. Balance), View all blocked users with IP add, Date and Time,

View no.of malicious and no.of normal users in Chart, View all ad ranks in Chart

6.2. USER

In this module, there are no numbers of users present. Users should register before doing some.

After registration successfully he can login by using valid user name and password. After Login

successful, he will do some operations like Register with Location and Login and Request to un

block if u blocked, View your profiles with Account Type(Malicious or Normal),Search Friend and

Find Friend Request, View all Your Friends, Create Bank Account, View Account Details, View

Mini Statement, Enter your from to Date and send request to admin to launch Advertisement, Add

Advertisement Details(Advertisement category, Ad name, Ad desc(attach file),Ad Date and Time,

Company name, company est. Year),View all your ad details with rank and rating, View all your

friends ad details and recommend to other friends.
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7. RESULTS / EXPECTED OUTPUT
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8. CONCLUSION

In order to curb malware and scam attacks on mobile platI forms it is important to understand

how they reach the user. In this paper, we found 242 ad libraries and explored the appI web

interface, wherein a user may go from an application to a Web destination via advertisements or

Web links embedded in the application. We used our implemented system for a period of two

months to study over 600,000 applications in two continents and identified several malware and

scam campaigns propagating through both advertisements and web links in applications. With

the provenance gathered, it was possible to identify the responsible parties (such as ad networks

and application developers). Our study shows that that should such as system be deployed, the

users can be offered better protection on the Android ecosystem by screening out offending

applications that embed links leading to malicious content as well as by making ad networks

more accountable for their ad content. A regulatory authority like CNCERT(National Internet

Emergency Center) could use our tool to understand the prevailing trends in mobile malvertising

and hold the ad networks accountable. Similar techniques could also be used by the ad networks
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themselves to find malvertising in their own networks (note that this is a non-trivial issue due to

multiple ad networks involved in serving a single ad).

9. FUTURE SCOPE

The future scope for unveiling in-app ads and uncovering covert attacks via mobile app-web

interfaces is promising and essential in addressing evolving challenges in digital security and

privacy. With increasing concerns about data privacy, there's a growing demand for transparency

in advertising practices within mobile apps. By leveraging advanced detection techniques,

collaboration among industry stakeholders, and continuous monitoring and analysis, businesses

can enhance the integrity and security of their mobile app-web interfaces. Moreover, user

education and awareness play a critical role in empowering individuals to make informed

decisions about their digital security. Overall, by addressing these challenges effectively,

organizations can strengthen user trust, comply with regulatory requirements, and safeguard

against emerging threats in the digital landscape.
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